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Study on the verification code anti-crawler mechanism
based on the generation of adversarial samples

MA Jun', WANG Xiaowu’, ZHU Yongchuan', WANG Haixi’

1. Shenzhen CyberAray Technology Corporation, Shenzhen 518000, China
2. The 30th Institute of China Electronics Technology Corporation, Chengdu 610041, China

Abstract: In order to improve the security of website verification codes, a verification code anti-crawler mechanism
based on adversarial sample generation is proposed. In this paper, by adding very small disturbance to the adversarial
sample data set, incorrect prediction results can be output by the verification code recognition model, which refrains
people from illegally download network data by bypassing the anti-crawl mechanism. Aiming at the commonly used
verification code recognition model, this paper compares the recognition effect of text verification code in the cases of
using image scrambling and not using image scrambling. The results show that the image scrambling algorithm
proposed in this paper can greatly reduce the recognition accuracy of the image recognition model, thereby effectively
protecting the reliability of the website verification code anti-climbing mechanism. Image scrambling verification codes
based on this paper can be used as an important means of practicing Internet anti-crawler mechanism.
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